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Disassembling and Control Flow Reconstruction Numeric Domain

Memory Domain

« Code vs. data separation problem while disassembling binaries
» Resolve indirect jumps (e.g. from switch construct, function pointers)
* ~~ Interleave value analysis with disassembling

From operations on registers/memory m & M to operations on numeric vari-
ables x € X:
Consider x86-64:

« 32-bit mov implicitly clears upper 32 bits of rax
(the eax register comprises the lower 32-bits of the rax register)

e cannot store -1 in domain
rax=0xffffffffffffffff

 tracking rax as one numeric variable leads to precision loss

Numeric domains map variables x € X to a subset of Z.

« the affine tracks equalities c¢;x; = Zj c;x; where i < j

* ~~ N0 need to store x; in child domains; some linear assignments need
not be propagated to child

* maintains equalities between memory and register locations when infer-
ring numerical values

» the interval domain maps xj to [lg, ug]

mov eax,Oxffffffff

RREIL (Relational Reverse Engineering Intermediate Language)

numeric since then

RREIL translation:
Example loop in C:

01.00: mov rax:sz2, —1:32 * 1dea: use fields with size and offset in RREIL
01.01: mov rax:32/32, 0:32 T I I I -
for (int i = —1; i > —100; i—) 02.00: sub t0:32, rax:32, 1:32 MoV Tax :32/0 1 .39 rax :32/32 OO mp ementatlon
{ 02.01: cmpltu CF:1, rax:32, 1:32 ' ? ' '
02.02: cmpleu BE:1, rax:s2, 1:32 mov rax:32/32, 0:32 0 . . . _
/[« body =/ 02.03: cmplts LT:1 . rax:az. 1:32 The mentioned techniques have been implemented as an analyzer tool:
} 02.04: cmples LE:1, rax:32, 1:32
02.05: cmpeq ZF:1, rax:32, 1:32 b 201112071828 | o ©ole
02.06: cmplts SF:1, t0:32, 0:32 . . = = - - - o — TR &
0207 XOI‘ OF1 y LT1 y SF1 Deallng WIth Flnlte Integer Arlthmetlc ﬁﬁlﬁiBinar}f:b b Vil ry [4]»][=][O] * Demain at 0x08048477.00 X =
0208 MoV rax:3z ) tO 132 £ | Htrmn;me" F:i:dTETnt"ewaTml " A;i: |Filte;t|ripes Points to Pred|ic§
0209 mov rax:32/32 , 0:32 ] ] ] ] ] %5280 [0, 31] [+Ledw#x5280-8176] a24 B
/* bOdy */ We have a SpeCIaI VIeW On numerIC InformatIOn: eNsalclme Field |Interval Affine Stripes |Points to | Predicate :
5 }
03.00: sub t0:32 rax:32, —100:32 . . . : _ w25 |10, 31] LrLesp2s-8132) 224 _
] . y y o ( CFG (x86-32): [] xl’ CFG (x86-32): array_int x [4]}][=l[T] ebp
x86-64 translation: 03.01: cmpltu CF.1 . rax.ss, —100:3z we store e.g. al € [254, 257] (al is 8 bits big) k ; | R
03.02: Cmpleu BE : 1 , rax:32, —100:32 ° hi m ns: — géiggég ?EE%EEEEEEEE Eb EEEEE %51 |10, 31] [+1ebp#x51-8192] a24 n
01: mov eax,0 xffifffff 03.03- cmplts LT-1 . rax.sz . —100:32 this means: 264 = 11111110 =oiiaERend |
02: sub eax,0x1 03.04: cmples LE:1, rax:s2, —100:32 200 = 11111111 G SR T R et e[ o
[+ body =/ 03.05: cmpeq ZF:1, rax:32, —100:32 256 = 00000000 ::::mwu....,.1 a
03: cmp eax,0 xffffff9c 03.06: cmplts SF:1, t0:32, 0:32 B R o0 Toon|  frmerornsdomazmera] |
04: jg 02 03.07: xor OF:1, LT:1, SF:: 257 = 00000001
04.00: xor t0:1, LE:1, 1:1 . - tdase :
04.01 : brc to 1 3 02.00 * WhICh IS alSO [254’ 255] |—| [O’ 1] o [O, 255] EGE [65216, 65247] [+1stack xB6_32#x67]
. ] ] ] ] ) We Ca” thiS ConverSion wra Z.n 65 [65280:65311] [+15tack:}{86:32#}{65]
« use small architecture independent, intermediate language for analysis pPing ootz o554 BRI
+ introduce wvirtual flags BE,LT,LE to associate comparison operation The finite domains associate a bit-size with each z € X, e —— e —
with test used at the jump (lzveness analysis discards unneeded flags) » 1dea: wrap operand i before each operation; , s Tson ] Cer e —_

 use test and relational information to infer bounds for variable values

wrapping is no-op if i€ [—2°1, 231 — 1]
* problem: precision loss;
add, sub carry no sign information (signedness-agnostic)

* sdea: only wrap when unavoidable, e.g. before executing the test

able to disassemble Linux (ELF) and Windows (PE) binaries

The Analyzer Structure displays RREIL and native Control Flow Graphs for each discovered

i > -100 procedure
e Cre o - e problem: i € [—1,—1], [-2, —1], [-3, —1], [~4, —1] ...is inferred dur- » shows inferred domain values for the variables at each program point
L(rre,-/.ﬁﬁi)) ing fixpoint computation; widening applied to i ~» |[—oo, —1] * shows warnings that occurred during the program analysis
reverse'region map * ~~ Wrapping of widened value [—OO, —1] gives [—231, 231 — 1]

cannot infer that i is negative

query L(memory)

- fixpoint engine is the driver for the disassembler Publications

and the domain hierarchy

disassembles a chunk of bytes and translates
them to RREIL instructions

arrays
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* have a narrowing domain that tracks all tests that don't affect the state
(redundant tests)

~» the test i > -100 is stored when analyzing the loop
after widening i to [—oo, —1] apply all stored tests

~ 1 € =99, —1] follows

wrapping to positive values avoided

wrapping domain

finite domain memory domain

indirect jumps are resolved by querying the hier-
archy (up channel)

fixpoint continues disassembly at jump target

query

affine
harrowing
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